Abstract: Risk management is a never ending process in the life cycle of a software project. For efficient risk management, it is necessary to have deep understanding of risk, its types, mitigation strategies so that either the risk is avoidable in future or the impact of the same can be brought down. This paper essentially deals with comprehensive understanding of risk from different perspectives and offers a solution-research methodology for efficient risk management. Risk is prioritised based on the impact that is measured with the help of essential parameters that are inevitable to complete the development cycle of the project. Authors have proposed enhanced risk analysis (ERA) approach to identify measure and calculate the occurrence of risk which can get prioritised. Based on the priority, solution is applied either to mitigate or to bring down the impact of these risks leaning towards the successful completion of the software development project on time.
Introduction
Software risk management has had a long history; however, it was given importance since the late 1990s. The possibility of happening (potential) of an undesirable outcome or an event in the software project development is called risk. The effect of these happenings would bring a large negative impact to the organisation by resulting in delay in the project deliverables, losing the customers/stake holders and many more. These, in turn, will result in loss of revenue due to dis-satisfied customers or stake holders.
According to the traditional methods, risks were resolved when the developed code was not functioning, by identifying it through testing where bugs could be resolved by changing the design/build. Later, due to the hazardous impact, risk management strategies were introduced. Various techniques, methodologies, strategies have been developed to handle risk in software industry in the evolutionary process. Risk management has evolved from applying a strategy when risk occurs to identify and mitigate it even before it occurs. A thorough understanding of the risk is crucial in risk management and an attempt to understand risks along with a comprehensive solution has been presented in this paper.
Risk assessment (being a part of Risk Management) is a process where the impact of potential hazard that might occur, is measured. In this research, the criterion used for risk assessment is by measuring the impact on the project in terms of obligatory parameters, i.e., CTP 2 (performing an in-depth analysis on what loss can occur in the project that would affect cost, time, people and process). Risk control is again a part of risk management, where the potential risk that is going to occur is controlled by risk planning, risk mitigation and risk monitoring. Once the risk is identified in the project, the developers need to plan for the mitigation strategy either to avoid the risk or to bring down the impact on CTP 2 . Once the plan is in place, execution of the same will take place at the apt time. From there on, one has to monitor the probability of occurrence in the development process. This is applicable to every risk in the software projects. Section 2 of this paper contains literature review where different papers have been referred before arriving at our solution methodology, to understand the current trend in industries to manage risks.
Section 3 contains the Risk Management strategy followed/suggested by one of the existing authors where in the steps of the management strategy that are in common are being more highlighted.
Section 4 contains the classification of risks done by our authors based on different dimensions.
Section 5 contains gap analysis conducted between few different risk management strategies to understand their feebleness and how it is overcome in our strategy.
Section 6 suggests the solution, the proactive and the reactive model how it can be used for risk management with the help of CTP 2 parameters. Appendix contains the data of risks that are collected from different projects that are of long term and short term from various IT companies.
Literature review
Risk management, in general, has been the topic of research since decades. Risk management was prevalent and widely applied in financial industry than in others. In Software Industry, different concepts and metrics need to be used for better understanding, and mitigation of risk. Menezes (2015) define the indicators to be used in assessing risk in software development projects. Indicators are defined for Product Engineering, Development Environment and program Constraints. Luqi (2000) have introduced a formal model to assess the risk and duration of software projects based on objective indicators that can be measured early in the process. By supporting automation of risk assessment and early estimation methods, this formal model estimates the duration and risk of evolutionary software processes.
According to the WeD Risk approach, Keshlaf and Riddle (2010) have introduced a risk management tool, to manage the risks occurring in the web development projects. They have tackled the weaknesses of the existing approaches and combined the strength of them in a new approach, a step towards improving the risk management in web development projects.
The origin of risk, the factors influencing the intensity, and a model for risk management is described by Chowdhury and Arefeen (2015) . It is important to study the overall classification of projects, the risk mitigation approach and the strategies proposed in this research, to proceed and implement any other specific strategy depending on the requirement of the project.
There are many Risk assessment models such as software risk assessment and estimation model (SRAEM), software risk assessment and evaluation process (SRAEP) as described by Khan et al. (2012) . A review of these models, again, stress on the importance of classification and implementation of approaches, proactive or reactive models.
A framework of risk management has been described by Elzamly and Hussin (2014) , which propose the similar classification and approach towards handling risk. Khatavakhotan and Ow (2015) have proposed an approach which uses similar classification. The literature is in support of the proposed method of classification and solution for handling risk in software projects.
A new conceptual framework is suggested from Sarigiannidis and Chatzoglou (2011) that introduce new conceptual factors that focus on the impact of project constructs and the impact of project risk.
Research methodology
The aim of this research is to address the issues related to risk management and enhance the quality of software generated. Risk being an anticipated occurrence, despite of several best practices, this research aimed to initially comprehend risk management process followed in IT industries.
Hence, work started with literature survey to know how research has progressed in the domain. Having found through the survey that there is always scope for improvement in the risk management activity, the next step of research was to carry out empirical investigations. Hence, a deliberate sampling technique is chosen to opt the choice of software industries to be investigated. The rationale behind this mode of sampling the industries is that industries of level CMMI 5 follows best practices to manage risk efficiently.
However, with the sampled software industries yet there were challenges of huge population of software projects with ranges in various domains and complexities. Hence, again deliberate sampling technique was followed where projects of fluctuating complexity and drawn from numerous domains were selected.
Nevertheless, these projects were once again huge samples and hence to carry out the research within the constraints of time and data availability, random sampling approach was adopted to select few projects to carry out deep investigations on the same.
From the sampled projects, risks were analysed and classified as technical and nontechnical risks. Further, existing risk management strategy followed popularly in these industries was also studied.
Having analysed the data this research indicated the need for a proactive model than reactive mode of risk resolving approach. Hence, this work thus directed to introduce a proactive model which analyses the occurring risks in terms of obligatory parameters of the project CTP 2 across the development phases of Software Engineering.
Risk management
Risk management progresses along with the project, executed in different stages. Though there are various terminology and categorisation used, most commonly, Risk management is broadly divided into risk assessment and risk control as shown in Figure 1 . The concepts are briefly explained in this section; detailed explanation is given in the solution section of this paper. Figure 2 symbolises another representation for the steps involved in risk management which considers communication as the main media across stages. It is essential to assess the risk before implementing any mitigation strategy. Risk is first identified, analysed and then prioritised. Identification involves classification of projects, identifying the risk factors and classifying them based on the intensity of damage they cause to the project. Also, brainstorming, work breakdown analysis, risk breakdown structure and other techniques are used to identify risks. Analysis and prioritisation of risk includes calculating the probability of occurrences and frequency of occurrence. Risk analysis deepens the view of risk identification; it determines risk drivers and performs estimation using probability.
Risk control deals with planning the mitigation strategies, executing them and finally monitoring the progress. Risk control checks if the risk mitigation strategies are effective. All the identified risks cannot be handled at same time and needs efficient planning. Cost of action and cost of risk occurrence are the important factors in Risk Planning and decides the action to be taken. Carr et al. (1993) Below is the risk management paradigm explained according to Carr et al. (1993) .
Identify: Identification of risks prevent risks becoming problems. There are different techniques and tools to identify risks which are unique to each project.
Analyse: Risk is analysed before any mitigation strategy is implemented. Project Managers decide on the plan of action.
Plan: In this stage, Actions are planned for Risk mitigation. Risks are separated individually, categorised and prioritised. A contingency plan is developed to mitigate risks. There are different actions, varying from avoiding risk to accepting and studying Risk. A decision is made for handling risk.
Track: Risk is monitored throughout. This is important and helps to handle the risks appropriately at the right time.
Control: Plan of action decided should not be deviated; control takes care of this in the life cycle of a project. Control of the risk management strategies and taking actions as planned will cause least damage to the flow of the project.
Communication is the largest obstacle in risk management. It has always played a crucial role in several risk mitigation strategies. It acts as the point of integration between other activities. Identify, analyse, plan, track and control are the stages in risk management. This is cyclical in nature. Risk management starts either after risk occurs or well in advance; the concept is explained in detail as Proactive and Reactive models in a later section.
Risk Taxonomy: Software development risks are organised into three levels: Class, element and attribute as shown in Figure 3 . Questionnaires and multiple field tests are used to get the taxonomic attribute. Each risk is categorised into one of the three levels for easier identification and handling. Source: Carr et al. (1993) 
Classification of risks
Risk has been classified into various types based on the different parameters. Risk classification is not limited and is solely based on type of the project, Risk management team and the type of industry. This classification is not final and depends on the project uniquely. Some of the parameters considered in this classification are: decision-making, source of risk, domain it affects and coarse level of abstraction.
As the risk is inevitably linked to many other critical factors (like cost, time, decisionmaking and management process and many more) that drive towards successful delivery, one has to spend sufficient time on analysing these with the classification made based on these dimensions to arrive at the apt plan for mitigation. Figure 4 shows one such classification made based on the dimensions that are considered: decision-making, source of the risk (from where it originated), domain (to which the risk belongs), coarse level of abstraction (to be more specific).
Technical risk: These are the risks that result in failure of the functionality that would affect the performance of the product/process.
For instance some of the causes of such Risks that can be categorised as technical are change in requirements, Challenges in integration due to complex modules, implementation problems, network issues, etc.
Non-technical risk:
Risks that result in failure of meeting the deadline or customer satisfaction due to non-technicality issues are considered as the non-technical risks.
For an instance some of the causes of such risks are Communication Risks, Schedule slippage, insufficient resources, etc.
These are the different perspectives that help the developer to pinpoint the areas that would be more prone towards any risk, before it pops up. 
Risk management approaches
There are several existing approaches which have been proven for their effectiveness. A brief insight into a handful number of approaches is presented.
• A: DS-RM (distributed software-risk management) -This approach stresses the importance of communication and risk assessment. Review, analysis and assessment are the three vital concepts in this approach.
• B: EBIOS -This approach concentrates on information systems security (ISS) risks. Context study, security requirements checklist, threats study, identification of security objectives and determination of security requirements are the five stages in this approach.
• C: ProRisk framework -In this approach, users can use different models and accommodate the project need; used in small and large software projects.
• D: Riskit method -This approach provides organised risk management process and involves participation of all the relevant stakeholders.
• E: Risk point -This approach makes use of better structured information of the project with the usage of metrics-based strategy as a support tool with the emphasis on metric called 'Risk Point' which identifies some points of adjustments that can be applied on multiple projects simultaneously.
Gap analysis
Considering the above risk management approaches, here is a comparative analysis of each of this approach and how far it is able to avoid/mitigate the risks in terms of redeemable success factors of the project as in enhanced risk analysis (ERA) approach (which is further defined and explained in Section 7 of this paper).
Note: Risk is a continuous occurring process in the field of software development and the type of risk is always dependent on the type of the project, variation in requirements and the nature of software domain, with respect to the complexities involved in the project requirements. This paper analyses only the risks that have been faced so far and some of the known approaches and produces the comparative analysis on another aspect of improvement being suggested to sustain the success of deliverables in the software market. Table 1 provides comparative analysis of approaches considered above with our ERA approach.
Solution
Risk management is crucial in software industry. This paper provides a comprehensive solution to the Risk management problems faced in the industry.
Risk management can be broadly classified into proactive model and reactive model. Proactive model works as a preventive mechanism whereas reactive model is an aid.
Every risk needs an approach to be addressed which results in either mitigation or suppressing the harmful impact. This paper proposes an approach with 3 models as depicted in Figure 5: • proactive model (enhanced risk analysis approach -ERA)
• reactive model (R -R graph)
• retrospective model. 
Proactive model (enhanced risk analysis approach -ERA)
Risk management is an ongoing process and involves several stages and sub-stages throughout the life-cycle of the project. Risk management process is executed in parallel to the development of the project. Proactive model is one of the three risk solutions suggested by the authors. It is the main risk management strategy proposed which is a defined process that contains, classification of projects, identification and classification of risks, risk measurement, RPI and RIL and finally the risk alleviation. Figure 6 depicts the complete approach with the different stages involved in it. Different stages in risk management are:
• classification of projects
• identification and classification of risk
• risk measurement
• RPI and RIL
• risk alleviation.
Classification of projects
Project data are the only input available for the risk management team at first. This will act as the primary input before Risk management is executed. Risk management cannot be accomplished without in-depth understanding of the project. To identify the risk, the developer has to clearly prepare the SRS document that contains the clear break down of functional and non-functional requirements from the given business requirements. In this stage, classification of the project based on the input data is carried out. Projects are classified into small, medium and large as given into Table 2 . Several parameters are used to classify projects which are -cost of the project, time duration and people involved, and the process being followed being the important ones.
The output of this stage is the input for the next stage Identification and classification of Risk. 
Identification and classification of risk
This stage involves identification of risk at the right time to avoid the damages that might hamper the progress of the project. A broad classification of risks into technical and non-technical risks will allow the mitigation strategy to be designed accordingly. Also, classification of risks based on the intensity of damage they can cause to the project is discussed. Communication risk, quality risk, technological risk, system configuration risk and estimation risk are the types of risks considered (as per the domain specific risks given in Figure 4 ). Risks are also classified into technical and non-technical risks based on whether the risk can be alleviated by the technical team within the company or needs an external assistance. Graphical visualisation of classification of risk provides accurate measurement of risk. Risk type, risk probability, risk frequency, risk impact and risk priority are used to graphically visualise risk and to obtain results based on calculations rather than theoretical descriptions.
Risk measurement
Every project is unique and the classification based on some parameters such as cost, time people and process, eases the methodology (CTP 2 ). Each type of risks will affect the parameters differently. This mapping of the risk to the parameter and the scrutiny is carried out before analysing risk and implementing a mitigation strategy. Table 3 shows the impact of various types of risk on cost, time, people and process parameters, the convention followed is 1 -Foremost component affected, 2, 3 and 4 are subsequent parameters with lesser impact. Risk is likely to occur in every phase of software development process, however, the frequency varies. Table 3 shows the frequency of risk occurrence in different phases of software development. Both long-term and short-term projects are considered here. This data are based on the sample data obtained from various projects from several companies. The graphical representation of the same data can be seen in Figure 7 . Both the tabular and graphical representation of impact of risks on CTP 2 parameters convey that, irrespective of the type of risk, the parameter that gets affected finally is cost.
RPI and RIL
The next step in risk management will be the calculation of the risk probability for the identified risks.
RPI stands for risk probability index. RPI, as given in the table, gives possibility of occurrence, probable type of occurrence and number of occurrences of the risk. It is necessary for the developer to know the likelihood of occurrence of the risk so that he can plan for mitigation. RIL stands for risk index level. RIL helps the developer to identify the nature of risk in terms of how seriously it can impact the project. As given in the table, based on the nature, it can be classified into four different types, by which developer can prioritise these risks so that the risk of the highest priority gets resolved first. Possibility of occurrence of risk is either 0 or 1 but the probable type of occurrence differs from very frequent to unlikely. This is measured using RPI. The nature of risk can vary from catastrophic to cosmetic. This is measured using RIL. They act as risk measurement and analysis tools.
According to Bhujang and Suma (2014a) , nature of the risk is completely dependent on the RIL as shown in Table 4 . Also RPI which shows the likely occurrence of risks varies with number of risks occurring with respect to the type of projects as shown in Tables 5 and 6 (long term/short term). Figure 8 shows the occurrence of risks at various phases of the software development project, irrespective of the type of the project (short term/long term).
This figure is based on the data that is collected from the various projects and several IT companies.
This clearly illustrates that regardless of the type of the project and nonetheless of development phase, risk is inevitable and one has to take sufficient cautiousness to analyse, identify, categorise and mitigate these risks. 
Risk alleviation
Risk mitigation is the most important and the final stage of risk management cycle. The strategies employed will be specific to the project. The output of the RPI and RIL stage is the risk that falls into one of the three zones; the input for the next stage. A list of risks, their effects, and parameters affected and the corresponding mitigation strategy employed is well analysed to implement the right risk alleviation methodology. Various types of mitigation strategies are studied and analysed before implementing. The dotted line in Figure 1 represents the completion of one cycle. Risk mitigation being the final stage of risk management, is the final action that will be taken on the existing risks either to avoid the same or to lower the effects of impact.
Mitigation strategies need to be conceptualised once the threats are detected. The purpose of such strategies is to reduce the impact or to avoid the occurrence of the disaster that is foreseen. For the identified risks in the project development, mitigation strategies can be implemented as code of practices which will take place along with the development in parallel. This crisis management plan can be implemented based on the degree of severity with respect to the SDLC phase where it occurs. In this paper, authors have proposed three different models as the solution or the mitigation strategies of risk. They are pro-active model (ERA approach), reactive model and retrospective model. Some of the mitigation strategies include
• define, measure, analyse, improve, control (DMAIC)
• decision-making (DM) methodology
• risk management in software product line (SPL)
• goal-driven software development risk management modelling (GSRM)
• C4.5 algorithm and K-nearest-neighbour algorithm.
ERA approach
Here is a small sample of risks that differentiates the impact analysis approach followed by ERA approach compared with the other four existing approaches that are considered in gap analysis. Figure 9 portrays the comparative analysis of ERA approach with the other approaches. This table contains a sample of risks (R1, R2, R3, R4, R5, R6, R7, R8) that occur in every phase of both the short-term (ST) and long-term (LT) projects. It clearly projects the approaches of different risk management strategies along with ERA that gives more emphasis on risks being analysed with CTP 2 parameters, impact analysis. The details of these risks as how far they are impacting the CTP 2 parameters can be found in Bhujang and Suma (2013a) .
The boxes in red convey that the respective parameters are not being affected in the specific strategy.
The boxes in yellow express that, all those parameters are affected partially in the respective approach.
The boxes in green convey that each of those parameters is affected completely. Rather, risk is measured in terms of those given parameters of CTP 2 which helps the developers to understand the impact and prioritise the risks so that addressing/mitigation of risks can happen based on the severity.
Reactive model
This model involves a continuous loop of risk management steps as shown in Figure 10 . Identify, analyse, plan, track and control are the stages in loop. Project data are the input for the identify stage as shown. It is important to note that the analyse stage of the reactive model is the proactive model. Proactive and reactive models are not different. Risk analysis is a crucial part in risk management without which risk alleviation cannot be effective. Using RPI and RIL, a graph is created with different zones (shown as R1, R2 and R3 in Figure 3) . The examples of risks considered in the matrix are listed in Appendix.
In this matrix, R1 represents risks that do not require immediate attention and addressing. They are the risks with less impact and are mostly unlikely to occur. R2 represents risks that are to be addressed but not immediately. They are handled on a timely basis by the risk management team. R3 represents the risks that fall into catastrophic category if not addressed immediately. Such risks occur very frequently and have highest impact on the project if not handled immediately and appropriately.
They are classified based on the approach towards the Risk in any software project. Figure 11 shows the steps involved in reactive model that starts with identification of the risks, analysis of the risk, planning for mitigation, tracking/monitoring and controlling risk. The analysis phase involves proactive model within it, which goes through series of steps as mentioned in ERA approach. The outcome will be a processed risk with the priority set which will be given as input to planning stage of reactive model. 
Retrospective model
Every phase of software development ends up with learning which can be utilised in future to make sure the same challenge does not occur again. Retrospective model in risk management focuses on the lessons learnt and the empirical information on which the challenges got resolved or mitigated or still persists.
Retrospective approach should be team driven where each of the developer (of the same software development project) has to input the information on some of the common scenarios like
• What strategy or approach worked well in the development process?
• Which phase in the project is likely to obstruct the process if ignored?
• What are the steps or focusing areas to be watched more in the coming up projects?
• What are the Do's and Don'ts that act as must in a development project that avoid the risks?
• Which part of the process or phase can be improvised further in terms of the parameters Cost, Time, People, and Process (CTP 2 )?
• How to track the risk from the beginning of the project with the help of Sprint Retrospective (start-stop-continue)?
Answering many more questions like this in the form of a template would help the project manager to plan in a more productive way in view of the deliverables and the skilfulness of the resources. It is always good to maintain the repository of risks and its mitigation strategies applied in the previous projects with respect to or without reference to the domain. Every time a risk occurs/identified, this repository can give us the details on the mitigation applied for the same. Also, this source of data can act as a caution that put more light on which phase the risk is lightly to occur, by preparing/changing what settings the risk can be avoided and what kind of impact is awaited.
Challenges faced while collecting the real time data and research:
• organisations were able to provide the data only from the projects in which development was complete and not all due to confidentiality
• bigger risks could not be broken down further which caused problems while implementing pro-active model
• many of the risks could not be related to specific phase of software development
• mitigation strategies implemented in the development projects did not work when it was implemented for the second time.
• risks that sounded very high alert in a specific phase of software development came to lowest priority in the other phases
• most of the risks were similar when it was broken down, hence difficulty in finding unique risks.
Conclusion
Risk being one of the critical occurrences that would help the process to improve is inevitable in every phase of the development projects. Various software engineers, researchers, management people had been working on the same to bring down the impact of the same on the parameters of cost, time, people and process. This paper focuses mainly on analysis of the risk in identifying and prioritising based on which of the CTP 2 parameters would be affected at most. There are three different approaches suggested (proactive, reactive and retrospective) where anyone can be applied based on criticality of risk. Enhanced risk analysis approach, identifies the risks by classifying them, measures its severity, ascertains its occurrence and frequency and finally applies one of the alleviation techniques to resolve it. Existing Strategies for managing risks -followed in IT contains the current solution methodologies applied in the IT industries for resolving the risks in the software development.
Summary of the tables given below

Limitations
Natural risk such as catastrophic or any risk introduced by the organisational policies or government policies is not considered in this research. Also, it limits its investigation and solution only to address technical risks. Since, this work is related to introduce a proactive model which is a framework to be followed for risk management in software projects; this research does not focus on bringing out any algorithm for the same. However, further research can be taken up where algorithms related to specific domain and area of application can be brought out. Table A4 Existing strategies for managing risks -followed in IT
Risk type Risk Strategy
Technical risks
Risks in planning phase
The envisioning and planning techniques and tools are designed to prepare the project team from many of the setbacks and delays that might occur during development. A system that identifies, prioritises, and tracks risks is more used during the Planning Phase of a project than at any other point
Risks in requirements phase
For successful risk management, in the requirements phase, a chart is prepared to figure out the loss (in hours) which includes the probability of risk occurring
Risks in design and build phase
There are many methodologies that are currently used in industries like prototyping, piloting, simulations, alternative designs, code backup, etc.
Risks in testing and implementation
The project needs to make a considered decision on the best way to release a software solution to the business. Business will often choose a phased deployment, consequently reducing project risk because if there is some problem the business impact is reduced
Risks in Maintenance and Support
Planning needs to be done with the set of series of activities that need to be followed like Identifying the needed work, defining the scope of work, with the planned out of schedule for the identified activities and generation of report on the same
Nontechnical risks
As per the risk factors mentioned in list of non-technical risks
Compliance with the company policies and regulations, timely appraisal, feedback from the organisational hierarchy, periodical review, periodical meetings, involvement of the customer in the development of the project and many more will avoid the possibilities of non-technical risks in software development process
